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Abnormal network traffic detection approach based on alive entropy
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Abstract: A novel alive entropy-based detection approach was proposed, which detects the abnormal network traffic
based on the values of alive entropies. The alive entropies calculated based on the NetFlow data coming from the network
traffic of input and output of a whole system, which is essentially a monitored network. In order to decrease false positive
rate of abnormal network traffic, different scales are selected to compute the values of alive entropies in different sizes of
network traffic. With the low false positive rate of abnormal network traffic, the abnormal network traffic can be effec-
tively detected. Experiments carried out on a real campus network were used to evaluate the effectiveness of the proposed

approach. A comparative study illustrates that the proposed approach may easily detect the abnormal network traffic with

random characteristics in comparison with some “conventional” approaches reported in the literatures.
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8980 1275.45288 114,

65832 202. . “ <17 f 2 60 7

8083 1275.90138.114.
8084 1276.12313 114,

8985 1276.12584.114. 66.138 TCP
8986 1276.22175.114. g TCP
8987 1276.23372114. TCP

Protocol Length Info
60 http > 23072 [ACK] seq=1 Ack=1 win=1400 Len=0 M55=1460

http [RST] Seg=l Win=0 Len=0

60 http > 54839 [ACK] Seq=1 Ack=1 wWin=1400 Len=0 M55=1460
60 http > 59483 [ACK] Seq=1 Ack=1 win=1400 Len=0 MS5=1460
60 http > 34368 [ACK] Seq=1 Ack=1 wWin=1400 Len=0 M55=1460
60 http > cap [ACK] Seq=1 Ack=1 Win=1400 Len=0 M55=1460

60 http > 64522 [ACK] Seq=1 Ack=1 Win=1400 Len=0 MS5=1460
60 http > cert-initiator [Ack] Seq=1 Ack=1 win=1400 Len=0

Ms5=1460

60 cert-initiator > http [RST] Seg=1 win=0 Len=0
8990 1276. 5 60 http > 50018 [ACK] Seq=1 Ack=1 win=1400 Len=0 M55=1460
8091 1276. 64060114, 5 60 http > 31813 [ACK] Segq=1 Ack=1 Win=1400 Len=0 MS5=1460
8992 1276.73317.114. 66.22 TCP 60 http > 31571 [ACK] Seg=1 Ack=1 wWin=1400 Len=0 M55=1460
8993 1276.85792114. 66.6 TCP 60 http > 40512 [ACK] Seg=1 Ack=1 wWin=1400 Len=0 M55=1460
8994 1277.13158114. 66.182 TCP 60 http > 25214 [ACK] Seq=1 Ack=1 wWin=1400 Len=0 M55=1460
8995 1277.35428 114, 66.91 TCP 60 http > 22376 [ACK] Seq=1 Ack=1 win=1400 Len=0 MS5=1460
8996 1277.37426.114, 66. 50 TCP 60 http > 65293 [ACK] segq=1 Ack=1 win=1400 Len=0 MS5-1460
8997 1277.37922114. 66.139 TCP 60 http > 57692 [ACK] seg=1 Ack=1 win=1400 Len=0 M55=1460
8998 1277.40133 114, 66.48 TCP 60 http > 58373 [ACK] Seg=1 Ack=1 win=1400 Len=0 M55=1460
89090 1277.48552.114, 66. 85 TCP 60 http > 32277 [ACK] Seg=1 Ack=1 win=1400 Len=0 M55=1460
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